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1)E3 Responsive to communication(s) filed on 25 August 2006 .
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DETAILED ACTION

1 . A request for continued examination under 37 CFR 1.114, including the fee set forth in

37 CFR 1 .17(e), was filed in this application after final rejection. Since this application is

eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e)

has been timely paid, the finality of the previous Office action has been withdrawn pursuant to

37 CFR 1.1 14. Applicant's submission filed on 8/25/2006 has been entered.

Response to Arguments

2. In response to communications filed on 8/25/2006, applicant has amended claims 46-65.

The following claims 46-70 are presented for examination.

2.1 Applicant's arguments, filed on 8/25/2006, with respect to the rejection of claims 46-70

have been fully considered, but they are not persuasive. Applicant argues that the server in

Leung does not include a plurality of processing engines for performing authentication.

Examiner respectfully disagrees. Leung discloses that the server may be a centralized server that

may provide authentication services and authorization services (see column 6, lines 29-38). It is

well known in the art for a server to include plurality of processing engines to perform operations

in parallel and the server of Leung is configured for providing services for plurality of mobile

nodes. Applicant has amended the claims to replace the word "system" by "device" and to more

particularly point out that the processing engines are in the device. It only requires routine skill

in the art to combine processes that can be performed by two or more machines into one machine
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In re Japikse 86 USPQ 70 (CCPA 1950). Applicant has not overcome the rejection as explained

above. Upon further consideration, claims 46-70 are now rejected in view of Leung and

Harrison et al (Applicant's disclosure).

Information Disclosure Statement

3. The information disclosure statements (IDS) submitted on 8/25/2006 and 9/25/2006 were

filed in a continuation application. The submission is in compliance with the provisions of 37

CFR 1.97. Accordingly, the information disclosure statements are being considered by the

examiner.

Claim Objections

4. Claim 56 is objected to because of the following informalities: claim 56 recites "contact

addressable memory" which is interpreted by the Examiner as "content addressable memory"

since CAM stands for "content addressable memory". Appropriate correction is required.

Claim Rejections - 35 USC § 112

5. The following is a quotation of the first paragraph of 35 U.S.C. 1 12:

The specification shall contain a written description of the invention, and of the manner

and process of making and using it, in such full, clear, concise, and exact terms as to enable any

person skilled in the art to which it pertains, or with which it is most nearly connected, to make

and use the same and shall set forth the best mode contemplated by the inventor of carrying out

his invention.
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5.1 Claims 58-59 and 61-62 are rejected under 35 U.S.C. 112, first paragraph, as failing to

comply with the written description requirement. The claim contains subject matter, which was

not described in the specification in such a way as to reasonably convey to one skilled in the

relevant art that the inventor(s), at the time the application was filed, had possession of the

claimed invention. Applicant's disclosure does not explicitly describe the device, as claimed in

claim 46, being a router, firewall, gateway, or server. The specification on the other hand merely

states that the cryptography accelerator chips (processing engines) may be included in routers or

gateways (see Applicant's background, page 1, lines 19-25). Also, there is no disclosure of the

device being a firewall nor a server.

Claim Rejections - 35 USC § 103

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or

described as set forth in section 102 of this title, if the differences between the subject matter

sought to be patented and the prior art are such that the subject matter as a whole would have

been obvious at the time the invention was made to a person having ordinary skill in the art to

which said subject matter pertains. Patentability shall not be negatived by the manner in which

the invention was made.

Claims 46-70 are rejected under 35 U.S.C. 103(a) as being unpatentable over US Patent

6,760,444 to Leung in view of European Patent Publication EP-0876026 A2 to Harrison et al
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(Applicant's IDS).

As per claim 46, Leung discloses a server (device) comprising: a classification module in

the device that determines security association information associated with each data packet in a

plurality of data packets, for example (see column 7, lines 33-50); wherein the classification

module is configured to provide at least a portion of the security information associated with the

packets to a plurality of security processing engines, for example (see column 7, lines 33-50;

column 6, lines 7-46; column 4, lines 32-62; and claims 1-3) that perform authentication and

cryptographic operations. Leung discloses in one embodiment home agents performing hashing

or message digest authentication using cryptographic keys that include encryption/decryption

operations (see column 3, lines 15-45 and column 3, line 45 through column 4, line 5). As

described above, Leung discloses plurality of processing engines are configured to process

plurality of data packets in parallel; in another embodiment, Leung discloses a server performing

the determining step and authentication and cryptographic operations (column 8, line 36 through

column 9, line 15 and column 7, lines 15-21) that also meets the recitation of wherein the

plurality of processing engines in the device are configured to process plurality of data packets in

parallel. Although Leung discloses that the server may perform many authentication operations,

Leung is silent about the processing being done by many processors in the server, it is implicit

that the server has plurality of processors for performing the invention disclosed. And it would

have been an obvious modification to one of ordinary skill in the art to use plurality of

processing engines to perform the process in parallel as to improve latency and performance.

Harrison et al in an analogous art teaches plurality of processing engines configured to process



Application/Control Number: 09/6 1 0,722 Page 6

Art Unit: 2136

plurality of data packets in parallel and to provide significantly improved performance for

functions such as encryption, decryption, and other secure services such as message

authentication, message signature, and others (see abstract and column 20, lines 35-58); and

discloses a system and method that supports multiple programs using a single ULSI design (see

abstract and column 3, lines 25-50; and column 20, lines 35-58); and suitable for concurrently

processing multiple cryptographic programs (see column 5, lines 13-32; 50-58; column 19, lines

25-55). Therefore, it would have been obvious to one of ordinary skill in the art at the time the

invention was made to implement the authentication and authorization functions of the server in

Leung into one single device using plurality of processing engines configured to process

plurality of data packets in parallel. The motivation to do so is given by Harrison et al who

teaches plurality of processing engines in one single device for providing many advantages such

as significantly improving performance for cryptographic functions and authentication; suitable

for concurrently processing multiple cryptographic programs. Harrison et al adds that using

one single, integrated circuit device significantly reduces security risk because key variable data

is vulnerable when exchanged between subsystems (see column 20, lines 45-58).

As per claims 47-48, the references as combined above disclose the limitation of further

comprising a database including security association information wherein the database is local to

the classification module, and wherein the database includes one or more entries wherein each

entry defines information associated with one security association, for example (see Leung,

column 3, line 45 through column 4, line 31 and column 6, lines 7-32).
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As per claim 49, the references as combined above disclose the limitation of wherein the

database is located on the same chip as the classification module, for example (see Leung,

column 9, lines 21-52; and Harrison et al, column 20, lines 45-58).

As per claim 50, the references as combined above disclose the limitation of wherein the

security association information includes a sequence number an anti-replay window and a

lifetime of the security association, for example (see Leung, column 3, line 45 through column

4, line 5).

As per claim 5 1 , the references as combined above disclose the limitation of wherein the

security association information further includes an encapsulating security payload (ESP)

encryption algorithm identifier and one or more ESP encryption keys, for example (see Leung,

column 3, line 45 through column 4, line 5).

As per claims 52-53, the references as combined above disclose the limitation of wherein

the security association information further includes an (ESP) authentication algorithm identifier

and one or more ESP authentication keys and an authentication header (AH) authentication

algorithm identifier and one or more AH authentication keys, for example (see Leung, column 3,

line 1 through column 4, line 5).
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As per claim 54, the references as combined above disclose the limitation of wherein the

security association information includes protocol mode information, for example (see Leung,

column 2, line 58-column 3, line 15 and column 3, lines 45-65).

As per claim 55, the references as combined above disclose wherein the database is

stored in memory (see Leung, column 10, lines 40-55).

As per claim 56, the references as combined above disclose the claimed device of claim

55 and discloses that the invention may be performed using any type of memory or data storage

(see Leung, column 9, lines 15-22). Leung does not explicitly disclose that the memory is

content addressable memory. A content addressable memory (CAM) is well known in the art for

very fast table lookups since the data items are not accessed based on memory address or

location but by analysis of content. Therefore, it would have been an obvious modification to

one of ordinary skill in the art to use such memory for very fast table lookups.

As per claim 57, the references as combined above disclose the claimed device of claim

55 and further discloses wherein the memory is random-access memory (see Leung,' column 9,

lines 15-22).

As per claims 58-59 and 61, the references as combined above disclose the claimed

device of claim 46. It is obvious to one of ordinary skill in the art that the invention as

combined above can be implemented in different communication device such as router, firewall,
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or gateway device to provide routing table computations and network management (see Leung,

column 9, lines 39-41 and column 10, lines 25-39).

As per claim 60, the references as combined above disclose the claimed device of claim

46 and further discloses wherein the device is a network communication device (see Leung,

column 6, lines 24-28).

As per claim 62, the references as combined above disclose the claimed device of claim

46 and further discloses wherein the device is a server (see Leung, column 6, lines 24-28).

As per claim 63, the references as combined above disclose the limitation of wherein the

device is a network line card, for example (see Leung, column 35-52; and Harrison et al,

column 20, lines 45-58).

As per claim 64, Leung discloses a method for classifying data packets during security

processing in a server (device) comprising: receiving a packet identifying a mobile node and

obtaining security association from a security association table, the server is configured to

construct the packet and includes security association and provides at least a portion of the

security association to at least one of a plurality of Home Agents or processors in the server

(processing engines) that perform authentication and cryptographic operations that meets the

recitation of receiving in the device at least a portion of a header for each data packet in a

plurality of data packets (see column 7, lines 33-50 and column 2, line 57 through column 3, line
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15); determining security association information associated with each data packet in a plurality

of data packets, for example (see column 7, lines 33-50); providing at least a portion of the

security information associated with the packets to a corresponding security processing engine in

a plurality of security processing engines, for example (see column 7, lines 33-50; column 6,

lines 7-46; column 4, lines 32-62; and claims 1-3) that perform authentication and cryptographic

operations. Leung further discloses home agents performing hashing or message digest

authentication using cryptographic keys that include encryption/decryption operations (see

column 3, lines 15-45 and column 3, line 45 through column 4, line 5). As described above,

Leung discloses plurality of processing engines are configured to process plurality of data

packets in parallel; in another embodiment, Leung discloses a server performing the determining

step and authentication and cryptographic operations (column 8, line 36 through column 9, line

1 5 and column 7, lines 15-21) that also meets the recitation of wherein the plurality of processing

engines in the device are configured to process plurality of data packets in parallel. Although

Leung discloses that the server may perform many authentication operations, Leung is silent

about the processing being done by many processors in the server, it is implicit that the server

has plurality of processors for performing the invention disclosed. And it would have been an

obvious modification to one of ordinary skill in the art to use plurality of processing engines to

perform the process in parallel as to improve latency and performance. Harrison et al in an

analogous art teaches plurality of processing engines configured to process plurality of data

packets in parallel and to provide significantly improved performance for functions such as

encryption, decryption, and other secure services such as message authentication, message

signature, and others (see abstract and column 20, lines 35-58); and discloses a system and
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method that supports multiple programs using a single ULSI design (see abstract and column 3,

lines 25-50; and column 20, lines 35-58); and suitable for concurrently processing multiple

cryptographic programs (see column 5, lines 13-32; 50-58; column 19, lines 25-55). Therefore,

it would have been obvious to one of ordinary skill in the art at the time the invention was made

to implement the authentication and authorization functions of the server in Leung using

plurality of processing engines in one single device configured to process plurality of data

packets in parallel. The motivation to do so is given by Harrison et al who teaches plurality of

processing engines in one single device for providing many advantages such as significantly

improving performance for cryptographic functions and authentication; suitable for concurrently

processing multiple cryptographic programs. Harrison et al adds that using one single

integrated circuit device significantly reduces security risk because key variable data is

vulnerable when exchanged between subsystems (see column 20, lines 45-58).

As per claims 65-67, the references as combined above disclose the limitation of wherein

the step of determining security association information comprises accessing a database to

determine security association information (see column 6, lines 13-28) and further comprises

using one or more selectors to identify a security association information entry in the database

wherein the one or more selectors include at least one of a destination IP address, a security

protocol identifier and a security protocol identifier and a security parameter index, for example

(see Leung, column 7, lines 25-37; column 3, lines 6-12).
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As per claims 68-69, the references as combined above disclose the limitation of wherein

the one or more selectors include a destination IP address, a source IP address and a transport

layer protocol and wherein one or more selectors further include a source port and a destination

port (see Leung, column 7, lines 25-37 and column 9, line 52 through column 10, line 40) this is

well-known in the art as included in IP header for performing IPsec processing and also

disclosed in RFC 2401, "Security Architecture for IP" in Applicant's disclosure.

As per claim 70, the references as combined above disclose updating or generating new

security association in a database of the server to store security association information for the

Home Agent that meets the recitation of wherein the step of determining security association

information comprises if no security association information exists in the database associated

with the packet, generating the security association information and storing the security

association information in an entry in the database, for example (see Leung, column 7, line 50

through column 8, line 40).

Conclusion

7. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Carl Colin whose telephone number is 571-272-3862. The

examiner can normally be reached on Monday through Thursday, 8:00-6:30 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor, Nasser G. Moazzami can be reached on 571-272-4195. The fax phone number for

the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Carl Colin

November 3, 2006

Patent Examiner


